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PROGRAM SYLLABUS

Module 1 Introduction to Cybersecurity
Session 1.1 Introduction
Session 1.2 Why Cyber Security is Important?
Session 1.3 Role of cyber security engineer
Session 1.4 CIA Triad
Session 1.5 The Hacking Methodology
Session 1.6 The Who IS Query
Session 1.7 Social Engineering
Session 1.8 Brute Force Attacks
Session 1.9 Phishing
Session 1.10 Bots and Botnets
Session 1.11 DoS and DDoS
Session 1.12 Pings
Session 1.13 Man, in the Middle Attacks (MITM)
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Module 2 Cyber Security Building blocks
Session 2.1 Malicious Codes and Terminologies
Session 2.2 Cybersecurity Breaches
Session 2.3 Penetration Testing and Methodologies
Session 2.4 Frameworks and Standards for Cybersecurity
Session 2.5 Hardware and Software Elements of Computer Systems
Session 2.6 Introduction to Networks and Reference Models
Session 2.7 OSI layers
Session 2.8 Network Protocol
Session 2.9 IP Address and Subnet Classes
Session 2.10 Network Devices

Module 3 Security Basics
Session 3.1 Attacks & Threats
Session 3.2 Architecture & Design
Session 3.3 Implementation
Session 3.4 Operations & Incident Response
Session 3.5 Governance, Risk & Compliance
Session 3.6 What is Cyber Kill Chain?
Session 3.7 Reconnaissance & Weaponization
Session 3.8 Delivery & Exploitation
Session 3.9 Installation, Command and control (C2) & Actions  
  on Objectives

Module 4 Linux Basics
Session 4.1 Overview of Operating System
Session 4.2 Working with Linux
Session 4.3 Linux Command Line Structure
Session 4.4 Sample Command Application
Session 4.5 Linux Directory Structure
Session 4.6 Flavours of Linux OS

Module 5 Python Scripting
Session 5.1 Introduction to Python
Session 5.2 Python execution and installation
Session 5.3 Identifiers, variables and Datatypes
Session 5.4 Operators
Session 5.5 Python-Flow Controls
Session 5.6 Functions
Session 5.7 Python Classes
Session 5.8 Inheritance, Files



Module 6 Blue Teaming & Cyber SOC
Session 6.1 Incident Management Process
Session 6.2 Lifecycle of an Incident
Session 6.3 Incident Response Team & Benefits
Session 6.4 Incident Response Plan
Session 6.5 How does Log Management help?
Session 6.6 Prevention, Detection & Investigation through Logs
Session 6.7 System Logs

Module 7 Attacks, Threats, and Vulnerabilities
Session 7.1 Compare and Contrast Information Security Roles
Session 7.2 Compare and Contrast Security Control and   
  Framework Types
Session 7.3 Type of Threat Actors and Attack vectors
Session 7.4 Threat Intelligent Sources
Session 7.5 Assess Organizational Security with Network Re 
  connaissance Tools
Session 7.6 Security Concerns with General Vulnerability Types
Session 7.7 Vulnerability Scanning Techniques
Session 7.8 Penetration Testing Concepts
Session 7.9 Classify Contrast Social Engineering Techniques
Session 7.10 Indicators of Malware-Based Attacks

Module 8 Governance Risk and Compliance
Session 8.1 Part 1 Risk Management Processes and Concepts 
Session 8.1 Part 2 Risk Management Processes and Concepts 
Session 8.1 Part 3 Risk Management Processes and Concepts 
Session 8.2 Business Impact Analysis Concepts
Session 8.3 Redundancy Strategies
Session 8.4 Backup Strategies
Session 8.5 Cybersecurity Resiliency Strategies
Session 8.6 Importance of Physical Site Security Controls
Session 8.7 Importance of Physical Host Security Controls

Module 9 Cyber Security Frameworks
Session 9.1 Introduction to NIST Framework
Session 9.2 Using NIST Framework
Session 9.3 Real World Case Studies
Session 9.4 Introduction to Cobit Framework



Session 12.11 History, Cookies, and Supercookies 
Session 12.12 HTTP Referer
Session 12.13 Browser Fingerprinting
Session 12.14 Certificates and Encryption
Session 12.15 Firefox Hardening

Module 13 e-Asset Security
Session 13.1 The Information Life Cycle
Session 13.2  Data Classification and Clearance
Session 13.3 The 3 States of Data (data at rest, data in motion,  
   and data in use)
Session 13.4 Data Handling, Data Storage, and Data Retention
Session 13.5 Business owners, Information owners, data 
   custodians and system owner
Session 13.6 Memory and Data Remanence
Session 13.7  Data remanence and destruction
Session 13.8 Data Security Frameworks
Session 13.9 Data Protection

Module 14 HTML Injection
Session 14.1 HTML Injection - Theory
Session 14.2 HTML Injection 1 on TryHackMe
Session 14.3 HTML Injection 2 - Injecting User-Agent Header
Session 14.4 Injecting Cookie Field and Redirecting The Page
Session 14.5 Advance Example of HTML Injection

Module 15 Cross site scripting (XSS)
Session 15.1 XSS Theory
Session 15.2 Changing Page Content With XSS
Session 15.3 Bypassing Simple Filter
Session 15.4 Downloading a File With XSS Vulnerability
Session 15.5 DOM XSS Password Generator
Session 15.6 JSON XSS
Session 15.7 Old Vulnerable Real Applications

Module 16 Job roles
Session 16.1 Analyst
Session 16.2 Analyst Application Security
Session 16.3 Engineer Trainee
Session 16.4 Penetration Tester
Session 16.5 Security Analyst



Session 9.5 Principles
Session 9.6 Cobit - Governance and Managing Objectives
Session 9.7 Business cases
Session 9.8 ISO Standard
Session 9.9 Implementation Over IT
Session 9.10 Fundamentals of PCI-DSS
Session 9.11 PCI DSS History
Session 9.12 Anatomy Of Payment Flow
Session 9.13 Payment Attacks - Indian Perspective

Module 10 Computer Forensics
Session 10.1 Computer Forensics investigation process
Session 10.2 Data Acquisition & Duplication
Session 10.3 Introduction to Windows Forensics
Session 10.4 Lab: Capturing Windows Memory
Session 10.5 Browser Forensics using Encase
Session 10.6 Lab: Web Historian
Session 10.7 Memory Forensics
Session 10.8 Lab: Analysing USB data 
Session 10.9 Lab: Analysing Malware using Volatility 
Session 10.10 Introduction to Indian Cyber Law

Module 11 Firewalls
Session 11.1 Firewalls – Host-based, network-based, and virtual 
Session 11.2 Windows - Host Based Firewalls - Windows Firewall

Module 12 Browser security and tracking prevention
Session 12.1 Choosing the Right Browser
Session 12.2  Reducing the Browser Attack Surface
Session 12.3  Demo on Browser hacking
Session 12.4 Browser Isolation and Compartmentalization
Session 12.5 Firefox Security, Privacy, and Tracking
Session 12.6 uBlock origin - HTTP Filters, ad, and track blockers
Session 12.7 uMatrix - HTTP Filters, ad and track blockers
Session 12.8 Disconnect and Ghostery - HTTP Filters, ad and  
   track blockers
Session 12.9 ABP, Privacy badger, WOT - HTTP Filters, ad and  
   track blockers
Session 12.10 No-script - HTTP Filters, ad and track blockers
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